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Section I: Introduction to Financial Crime Risks in
Shipping
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Section I: Introduction to financial crime risks in shipping
• What Are The Risks?
-

Bribery and corruption
Money laundering risks
Sanctions evasion

• What Impact Does Financial Crime Have On Shipping?
-

Corruption increases cost of transporting goods by sea
Recent significant uplift in anti-corruption enforcement activity
Risk of sanctions breaches leading to loss of insurance cover
Significant penalties including fines/imprisonment for violations
Costly internal investigations
Increasing cost of compliance
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Section II: Anti-Corruption Enforcement Landscape
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Section II: Anti-Bribery Enforcement

• U.S. Department of Justice:
-

Criminal and civil law enforcement: US actors

• U.S. Securities and Exchange Commission
-

Civil law enforcement: US issuers

• Serious Fraud Office (U.K.)
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Anti-Corruption Enforcement Landscape
FCPA (US)
• Anti-Bribery Provisions
 Prohibit corrupt
payments, or offers of
payment, directly or
through intermediaries,
to foreign officials for the
purpose of obtaining or
retaining business.

UK Bribery Act
• Prohibits bribes made to obtain or retain
business or an advantage in the conduct
of business
• Four Main offences
– Bribing another (offering or paying)
– Being bribed (requesting or receiving)
– Bribing a foreign public official
– Corporate [strict liability] offence: for
failing to prevent bribery
•

“...a relevant commercial organisation will be guilty of an
offence if a person associated with the company bribes
another, intending ...to obtain or retain business or an
advantage...”
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What constitutes a FCPA violation?
• Use of instrument of interstate commerce
• “Corruptly” to offer or pay
• “Anything of value”
• To a “foreign official”
• Either directly, or indirectly with knowledge
• To influence or secure an improper advantage through an act or omission
• To obtain or retain business
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FCPA Exceptions
Payments Not Covered: Facilitation (is it really an exception?)
• “Routine government action:” ordinarily and commonly performed by
foreign officials in:
•
•
•
•

Licensing and permitting;
Processing papers, (e.g., visas)
Providing routine services (e.g., police, mail, water or phones);
Loading cargo or scheduling inspections.

- Routine government action does not include decisions to award
contracts or establish or continue an investment
- KEY: Is it a ministerial act with little or no discretion?
• No deviation from official duties
• Is it legal under local law?
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FCPA Exceptions
Affirmative Defences: Payments that are not violations
• Legal under written local law
- Bribery is never legal

• Reasonable and bona fide business expenditures directly related to:
-

Legitimate promotion or demonstration of products or services;
or
Execution or performance of contract
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UK Bribery Act - What are the offences?
•

The primary offences under the UK Bribery Act 2010 (“UKBA”) are:
 Bribing or being bribed (Sections 1 and 2);
 Bribing foreign public officials (Section 6); and
 Failing to prevent bribery (Section 7).

•

The offences of bribing another person and being bribed (Sections 1 and 2)
prohibit offering or giving, directly or indirectly, a financial or other advantage
to another person with the intent to induce that other person to perform a
relevant function or activity improperly, or to reward that person for having
done so.
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UK Bribery Act
•

The offence of bribing a foreign public official (Section 6) prohibits the
offering, promising, or giving, directly or indirectly, any financial or other
advantage to influence a foreign official in order to obtain or retain business
or advantage in the conduct of business

•

All of these offences have potential extra-territorial application

•

Unlike with the FCPA, under the UKBA there is no exemption for payments
made to foreign officials to speed up or secure the performance of routine
governmental action (facilitation payments).
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UK Bribery Act - Offence of Failure to Prevent Bribery
•

The UKBA makes it a crime for a commercial organisation to fail to prevent
bribery where:
(1) it qualifies as a “relevant commercial organisation,”
(2) a person “associated” with it bribes another person, and
(3) the bribe was intended to obtain or retain business or an advantage for
the organisation, Section 7(1)

•

There is no requirement that the organisation have knowledge of the bribery,
or that any related act take place in the U.K.
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UK Bribery Act – Defence of Adequate Procedures
•

It is a defence to the section 7 offence if the organisation can prove that it had in
place adequate procedures designed to prevent persons associated with it from
undertaking such conduct.

•

The Ministry of Justice Guidance sets out the six principles which should inform
the actions of an organisation wishing to prevent bribery:
-

•

proportionate procedures;
top-level commitment;
risk assessment;
due diligence;
communication (including training); and,
monitoring and review.

The onus is on the organisation to prove that, on the balance of probabilities, it
had adequate procedures in place and that they were properly implemented.
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Civil & Criminal Penalties
• FCPA
•

•

•

Criminal Penalties:
Corporate: Up to $2 million per violation or twice
the value of benefit sought under anti-bribery
provisions; $25 million for willful books and
records violations.
Individuals: Up to 5 years and/or $250,000
Civil penalties:
Individuals & Corporations: Up to $10,000
Possible Debarment/Suspension
Disgorgement of profits
Imposition of corporate monitors

• UK Bribery Act
•

Criminal penalties:
-

•

Individual – up to 10 years and/or
unlimited fine
Corporations – unlimited fine

No civil penalties under UKBA

NB: In either jurisdiction the costs of investigation can equal or exceed penalties
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FCPA Enforcement Update for Q2 2018
Q2 2018
• Five enforcement actions for a total of $985 million in penalties
• Societe General - $585 million
• Panasonic Corporation and its subsidiary - $280 million
• Credit Suisse - $47 million
• Legg Mason - $64 million
• Dunn & Bradstreet - $9 million
• Two individuals were sentenced and one Chinese born U.S. citizen pleaded
guilty
• Four Declinations were issued
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FCPA Enforcement Update for Q1 2018
Q1 2018
• Three enforcement actions for a total of $3.45 million in penalties
• Elbit Imaging Ltd - $500,000
• Transport Logistics International Inc. - $2 million and a three year DPA
• Kinross Gold Corporation - $950,000 million
•
•

Three individuals pleaded guilty and four were sentenced
Seven Declinations were issued
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Identifying the Risk: Red Flags
•

•

•

•

Understand how local practices may violate FCPA prohibitions
– Excessive promotional events
• Travel/resort locations
– Expensive gifts/gratuities
– Excessive meals/entertainment
Know your partners
– Due diligence of agents/consultants/“finders”
– Due diligence of distributors
Incorporate protections into the deal
– Contracts: representations and warranties against bribery and corruption
– Audit & termination rights
Design and implement compliance protocols
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Mitigating the Risks in Shipping
•

Risk assessment
– Geographic, counter-party, line of business

•

•

Business Partner Due Diligence Protocols

•

Contractual Provisions

Review, test and update anti-bribery
compliance policies and procedures (including•
financial accounting systems)

•

•

Maritime Anti-Corruption Network

•

BIMCO Anti-Corruption Clause

•

Document and communicate policies
–
–
–
–
–

Gifts
Hospitality, entertainment and expenses
Political contributions
Charitable donations and sponsorships
Facilitation payments

ISO 37001
Implement robust compliance programs
to reduce the risk of FCPA/UKBA
violations
–
–
–

Communication and Training
Whistleblowers (confidential reporting policy)
Investigations (protocol for investigating and reporting
relevant findings where necessary)
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BIMCO Anti-Corruption Clause for Charter Parties
(a) The parties agree that in connection with the performance of this Charter Party they shall each:
(i) comply at all times with all applicable anti-corruption legislation and have procedures in place that are, to the best of its
knowledge and belief, designed to prevent the commission of any offence under such legislation by any member of its organisation
or by any person providing services for it or on its behalf; and
(ii) make and keep books, records, and accounts which in reasonable detail accurately and fairly reflect the transactions in
connection with this Charter Party
(b) If a demand for payment, goods or any other thing of value (“Demand”) is made to the Master or the Owners by any official,
any contractor or sub-contractor engaged by or acting on behalf of Owners or Charterers or any other person not employed by
Owners or Charterers and it appears that meeting such Demand would breach any applicable anti-corruption legislation, then the
Master or the Owners shall notify the Charterers as soon as practicable and the parties shall cooperate in taking reasonable steps
to resist the Demand.
(c) If, despite taking reasonable steps, the Demand is not withdrawn, the Master or the Owners may issue a letter of protest,
addressed or copied to the Charterers. If the Master or the Owners issue such a letter, then, in the absence of clear evidence to the
contrary, it shall be deemed that any delay to the Vessel is the result of resisting the Demand and (as applicable):
(i) the Vessel shall remain on hire; or
(ii) any time lost as a result thereof shall count as laytime or (if the Vessel is already on demurrage) as time on demurrage.
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BIMCO Anti-Corruption Clause for Charter Parties
(d) If either party fails to comply with any applicable anti-corruption legislation it shall defend and indemnify the other party against
any fine, penalty, liability, loss or damage and for any related costs (including, without limitation, court costs and legal fees) arising
from such breach.
(e) Without prejudice to any of its other rights under this Charter Party, either party may terminate this Charter Party without
incurring any liability to the other party if
(i) at any time the other party or any member of its organisation has committed a breach of any applicable anti-corruption
legislation in connection with this Charter Party; and
(ii) such breach causes the non-breaching party to be in breach of any applicable anti-corruption legislation.
Any such right to terminate must be exercised without undue delay.
(f) Each party represents and warrants that in connection with the negotiation of this Charter Party neither it nor any member of its
organisation has committed any breach of applicable anti-corruption legislation. Breach of this Sub-clause (f) shall entitle the other
party to terminate the Charter Party without incurring any liability to the other.
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ISO 37001
•

“Anti-Bribery Management Systems”
– Adopted October 15, 2016
– Drafted by committee of advisory groups from 37 countries
– Companies that have obtained certification include Microsoft, Walmart and Alstom
– Singapore and Peru have adopted it and the Market Supervision Commission of the
Shenzhen Municipality has developed standards to help Chinese companies comply
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ISO 37001
• Possible Pros
– Potentially improves your compliance program
– Independent certification
– Marketable to business partners

• Possible Cons and Questions
–
–
–
–

Not endorsed by or referenced in enforcement actions by DOJ/SEC/foreign regulators
Certification is not a shield/guaranty of good behavior
Consider the qualifications of the certifier
What is the scope of a certification?
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Section III: Anti-Money Laundering
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Intersection with AML Regulations
•

Violations of the FCPA are a Specified Unlawful Activity (“SUA”) for money laundering
violations (specifically, 18 U.S.C. 1956 and 1957).

•

The bribe recipient can be prosecuted for money laundering by engaging in any financial
transaction with the proceeds of the bribe.

•

A company that obtains/retains business as a result of paying a bribe can be prosecuted
for money laundering assuming the new business is traceable to the SUA (e.g., payment
of the bribe).

•

Any property or proceeds traceable to the bribe as well as the ill gotten gain the
company received can be subjected to civil and/or criminal forfeiture.
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Intersection with AML Regulations
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AML 101
•
•
•

•
•

The Bank Secrecy Act – as amended by the USA PATRIOT Act
Financial Crimes Enforcement Network – and other bank regulators
AML Program Requirements
• Risk assessment for customer/service/product/geographic risk
• Written policies and procedures to mitigate risk
• Dedicated Compliance Staff
• Training
• Audit function
FinCEN’s New Customer Due Diligence Rule – Beneficial Ownership
Response from the Financial Sector
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FinCEN Final Rule on Beneficial Ownership for Customer Due
Diligence
• Requires banks, brokers or dealers in securities, mutual funds, futures
commission merchants, and introducing brokers in commodities to
obtain and periodically update beneficial ownership information for
their legal entity customers as part of their AML program obligations
under the BSA
• Beneficial owners are all natural persons who own 25% or more of
equity, directly or indirectly, and one person with control
• Issued May 6, 2016; two-year implementation period
29
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Reaction of Financial Institutions

30
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Reaction to Increased AML Enforcement
• Banks de-risking customers that are higher risk due to
activity in certain jurisdictions or industry sectors
• Existence of AML red flags likely to lead to additional
questions asked to the customer; may include:
– Source of funds; beneficial ownership information, etc.

• Inadequate answers can lead financial institutions to deny
transactions or de-risk the customer completely
– HSBC, BNP Paribas, and Standard Chartered Bank have taken such
actions
31
Crowell & Moring | 31

Resulting Client Questionnaires
•
•

•

1.1 Is the customer registered, has a presence, or plans to have a presence in a Sensitive
Sanctioned Country?
1.2 Does the customer have or plans to have any business activities, legal commitments or
exposures relating to Sensitive Sanctioned Countries, either directly or indirectly (including
via customers, suppliers, agents, distributors, and origin of goods)?
2.5 What internal controls does the customer have to ensure its activities are performed in
compliance with relevant sanctions laws and regulations:
–
2.5.1 Does the customer have written procedures or policies in respect to
sanctions;
–
2.5.2 Which Sanctions regimes does the client ensure compliance with (e.g. UK, EU,
US, HK);
–
2.5.3 Are there sanctioned countries where the client has made the decision not to
undertake any activity;
–
2.5.4 Is the customer’s sanctions stance a global position, or does it vary by the
customer entity or country;
–
2.5.5 Does the customer check its counterparties against sanctions lists, if so which
lists, how are searches conducted and how often;
–
2.5.6 Does the customer check its goods or services against export control lists, if so
from which countries;
–
2.5.7 Does the customer include sanctions protections in its legal agreements with
customers and suppliers;
–
2.5.8 How is sanctions related activity managed and approved internally by the
customer
–
2.5.9 Does the customer obtain legal or other guidance from external parties on
sanctions regimes and compliance, if so please provide examples
(e.g.
firms,| 32
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industry bodies, sanctions or export authorities etc.)?

•

General AML Policies, Practices and Procedures:
–

•

Risk Assessment:
–

•

–

Does the FI have policies or practices for the identification and reporting of
transactions that are required to be reported to the authorities?

Transaction monitoring:
–

•

Has the FI implemented processes for the identification of those customers on
whose behalf it maintains or operates accounts or conducts transactions?
Does the FI have a requirement to collect information regarding its customers’
business activities?

Reportable Transactions and Prevention and Detection of
Transactions with Illegal Obtained Funds:
–

•

Does the FI have a risk-based assessment of its customer base and their
transactions?

Know Your Customer, Due Diligence and Enhanced Due
Diligence:
–

•

Does the FI have a legal and regulatory compliance program that includes a
designated officer that is responsible for coordinating and overseeing the AML
framework?

Does the FI have a monitoring program for unusual and potentially suspicious
activity that covers funds transfers and monetary instruments such as travelers
checks, money orders, etc.?

AML Training:
–

Does the FI provide AML training to relevant employees that includes:
•
Identification and reporting of transactions that must be reported to
government authorities.
•
Examples of different forms of money laundering involving the FI’s
products and services.
Crowell & Moring |
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Internal policies to prevent money laundering.
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•

General
–

•

AML policies, practices, and procedures
–

•

Are you in substantial compliance with your national anti-money laundering
and terrorist financing regulations and sanction measures regulations and
the regulatory requirements in all jurisdictions in which you operate?

Training
–

•

Does your institution have an established audit and compliance review
function to test the adequacy of anti-money laundering (AML) and antiterrorist financing (ATF) procedures and policies?

Compliance
–

•

Does your country adhere to the 40 anti-money laundering
recommendations and nine special terrorist financing recommendations
developed by the Financial Action Task Force (FATF)?

Does your institution have an established employee-training program to
teach employees about money laundering and terrorist financing and to
assist them in identifying suspicious activities?

Know Your Customer
–

Does your institution have a written policy to ensure that reasonable
measures are taken to obtain information about the identity of customers,
including ensuring that your institution does not knowingly transact
business with sanctioned individuals, entities or countries with which
transacting is prohibited by appropriate government agencies, law
enforcement or regulators?

34
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Section IV: Sanctions – Russia and Iran
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Sanctions
•

What Are They?

•
•

•

A foreign policy tool
Restrict transactions with certain persons (designated parties) or
locations (embargoed destinations) to change behavior

To Whom Do They Apply?

•

U.S. jurisdiction
• “U.S. Persons”
•

•

•
•
•

Includes all U.S. citizens and permanent residents globally
All activity by U.S. incorporated/registered entities globally
All persons in the United States

•

U.S. dollars, U.S. services, U.S. origin goods, etc.

Interpreted broadly to include all activity with a U.S. “nexus”

EU Sanctions have a similar scope
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Sanctions
Three Broad Types of Prohibited Activity
1.

Transactions with Prohibited Persons
•
U.S. – Specially Designated Nationals (“SDNs”) / Similar EU list
•
U.S. Standard: 50 Percent or More Owned by Prohibited Persons
•
EU standard: 50 Percent + one share owned or controlled

2.

Prohibited Geographies
•
U.S. Embargo: Cuba, Iran, North Korea, Syria, Crimea Region of Ukraine
•
U.S. Partial Restrictions: Russia and Venezuela

3.

Facilitation of Prohibited Activity by Non-U.S. Persons
•
If the U.S. Person cannot do the transaction directly – cannot help third
party do the transaction
•
Referrals, approvals, negotiating assistance, etc.
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Russia: Outline of Pre-Existing Program
United States & EU: Very similar sets of four types of restrictions
1. List-based program: Asset freezes (e.g., SDNs)
• New authority to designate persons as SDNs for various activities
• Includes mandatory designation authority for transacting with SDNs
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Russia: Outline of Pre-Existing Program
United States & EU: Very similar sets of four types of restrictions
1. List-based program: Asset freezes (e.g., SDNs)

2. Geographic-based restrictions (Crimea region of Ukraine)
• Prohibit virtually all transactions with Crimea
• Includes shipments to/from Crimean ports
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Russia: Outline of Pre-Existing Program
United States & EU: Very similar sets of four types of restrictions
1. List-based program: Asset freezes (e.g., SDNs)
2. Geographic-based restrictions (Crimea region of Ukraine)

3. Export controls
• All military items
• Many “dual-use” items for military end use or end users
• Certain items used in oil and gas exploration
• Items specialized for exploration and production from Shale,
Arctic offshore, or deepwater locations
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Russia: Outline of Pre-Existing Program
United States & EU: Very similar sets of four types of restrictions
1.
2.
3.

List-based program
Geographic-based restrictions
Export controls:

4.

“Sectoral “ Sanctions:
• U.S. Rules: 4 directives
• Restrictions on new equity (Financial services firms)
• Restrictions on new debt with certain maturities
• Applies to listed financial services (Directive 1), energy (Directive 2), and arms and
related material (Directive 3) companies
• Also can apply to deferred payment terms (i.e., payment owed by designated party)
• Services related to certain oil exploration and production (Directive 4)
•

EU Rules
• Transferable securities, money market instruments, and loans > 30 days
• Certain types of services related to oil exploration and production
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Russia: What Changed in Late 2017
Major Expansion of U.S. sanctions in August 2017
•

Passage of the “Countering America’s Adversaries Through Sanctions Act” (“CAATSA”)

•

CAATSA implemented four broad types of changes
1.
Codification of existing sanctions and restrictions on unwinding/relaxation
2.

Expansion of “primary” sanctions

3.

Creation of “secondary” sanctions
•
Privatization of state-owned assets in certain ways (mandatory)
•
Exploration and production for oil from shale, Arctic offshore, or deep-water locations in Russia
(mandatory)
•
Defense of intelligence sectors (mandatory)
•
Construction or modernization of energy export pipelines from Russia (discretionary)

4.

Expansion of “sectoral” sanctions:
•
New sectoral sanctions
•
Modification of existing sectoral sanctions
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Russia: What Has Changed in 2018
• April 6, 2018 – Major New U.S. SDN Designations
• 7 Russian Oligarchs
•

e.g., Oleg Deripaska & Viktor Vekselberg

• 12 Entities Owned or Controlled by 7 Oligarchs
•

E.g., United Company RUSAL; GAZ Group; EN+; EuroSibEnergo

• 17 Senior Russian Government Officials
•

E.g., Chairman of Gazprom, Gazprombank, and VTB Bank

• 2 Russian state-owned entities
•

Rosoboronexport & Russian Finance Corporation

• Designations apply to all entities 50 percent or more owned by SDNs
Key Takeaway: Most Commercially Significant U.S. SDN Designations in Recent Memory
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As of July 10, 2018

Russia: What Has Changed in 2018 (cont.)
April 6 Designations: Licenses
•
Temporary Authorization to “Wind Down or Maintain” Existing Contracts
•
Applies to the 12 “Oligarch Owned” Companies
•
Applies only to contracts in place on April 6, 2018
•
Reporting requirement
•
For 11 of the 12 Companies (General License 12C)
•
Only applies through June 5, 2018
•
All payments must be made to a “blocked” account
•
Does not authorize US exports
•
For RUSAL (General License 14)
•
Applies through October 23, 2018
•
Allows payments to non-blocked accounts
•
Allows exports from the United States
•

Temporary Authorization to Divest Securities
•
Applies to RUSAL, GAZ Group, and EN+ and three subsidiaries
•
Authorized originally through May 6, 2018 (General License 13)
•
Subsequently extended to June 6, 2018 (General License 13a)
•
Re-extended to August 5, 2018 (General Licence 13B)
•

GAZ group and EN+ Group PLC, JSC SibEnergo extensions to October 23, 2018 (General Licence 15 and 16)
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Russia: What Has Changed in 2018 (cont.)
April 6 Designations: Impacts on Shipping Sector
• Transactions with U.S. Nexus Prohibited Unless Licensed
•
•

E.g., transactions with U.S. ship owners, charterers, exporters, etc.
Also includes virtually all U.S. dollar denominated transactions

• Transactions w/o U.S. Nexus Face Substantial Sanctions Risk
•
•

Unique authority to Russia context
Non-U.S. persons face risk of being designated as an SDN for “knowingly”
conducting a “significant” transaction with a Russian SDN

Key Takeaway: Designations are having a MAJOR impact on the U.S. and non-U.S.
markets, including transactions otherwise outside U.S. jurisdiction
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Russia: What’s Next?
What’s Next
•

United States
• Potential for extension of GLs or removal from SDN list for:
• RUSAL / EN+
• Potential for additional designations (e.g., additional oligarchs)

•

European Union
• Some calls for similar sanctions, but to date no agreement on similar
measures to those enacted by the United States

•

Russian countermeasures
• Ban on import of U.S. products / provision of U.S. legal or consulting services
• Draft legislation to criminalize observance of U.S. sanctions
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Iran: Impact of JCPOA
Joint Comprehensive Plan of Action:
•

Implementation Day – January 16, 2016

United Nations:
•

Most sanctions repealed except arms embargo

European Union:
•

All nuclear-related sanctions repealed

•

Limited designations and export controls from other programs (e.g., terrorism)

United States:
•

U.S. Persons: Most restrictions remain in place

•

Non-U.S. Persons: Suspension of most “secondary” sanctions
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Iran: U.S. JCPOA Withdrawal
• U.S. withdrawal from JCPOA
• President Trump announced withdrawal on May 8, 2018
• Instructed agencies to take action to “snap back” U.S. sanctions
• Will revert back to U.S. rules prior to JCPOA implementation
• Timeline
• Withdrawal has not yet occurred
• Will take places in stages to allow for “wind down” of activity
• Some “snap back” in 90 days (Aug. 6)
• Others “snap back” in 180 days (Nov. 5)
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IV. Iran: U.S. JCPOA Withdrawal
Impact of Sanction Changes
1. U.S. Persons
• Remain prohibited to conduct most transactions
• Revocation of:
• General license to import Iranian origin foodstuffs and carpets
• Licensing policy in support of civil commercial passenger
aircraft (i.e., licenses held by Boeing, Airbus, Bombardier, ATR)
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Iran: U.S. JCPOA Withdrawal
Impact of Sanction Changes
1.

U.S. Persons

2.

Entities “Owned or Controlled” by U.S. Persons
• Have been directly subject to U.S. Iran sanctions since 2013
• U.S. will now withdraw “General License H”
• Had permitted these entities to undertake most Iran activity post
JCPOA
• 180 day “wind down” period (November 4, 2018)
• Net effect: Non-U.S. persons owned or controlled by U.S. persons will be
prohibited to conduct virtually all Iran-related activity
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Iran: U.S. JCPOA Withdrawal
Impact of Sanction Changes
1.
U.S. Persons
2.
Entities “Owned or Controlled” by U.S. Persons

3.

Non-U.S. Entities
•

•

Re-imposition of “secondary” sanctions on two timelines
•

90 day deadline (Aug. 6, 2018)
•
(a) Gold or precious metals; (b) graphite, raw or semi-finished metals (e.g., aluminum and
steel), coal, and software for integrating industrial processes; (c) the Iranian Rial; (d) Iranian
sovereign debt; (e) Iran’s automotive sector; and (f) Government of Iran’s purchase of U.S.
dollar bank notes

•

180 day deadline (Nov. 4, 2018)
•
(a) Iran’s port operators, shipping, and shipbuilding sectors; (b) petroleum-related
transactions; (c) involving Iranian financial institutions and the Central Bank of Iran; (d)
provision of specialized financial messaging services to Iran; (e) energy sector; and (f)
underwriting, insurance, or re-insurance

Re-designation of Government of Iran entities as SDNs (e.g., IRISL, NIOC, NICO, etc.)
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Iran: Reaction to Withdrawal
Global Reactions
•

JCPOA: All other parties committed to remain in the agreement, for now

•

EU: Strong opposition to U.S. decision
• Initiated diplomatic outreach to try to limit impact on EU companies
• EU “blocking regulation” updated to include reference to latest US
sanctions

•

United Nations: No action expected
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Key Takeaways
• Increasingly complex compliance and regulatory landscape
• Need for careful due diligence on counterparties to avoid bribery, corruption,
money laundering and sanctions risks
• Need for “top down” compliance culture
• Increased cost of compliance
• Increased risk of enforcement actions
• Significant penalties for violations

Crowell & Moring | 53

Section V: Key Takeaways and Questions
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FCPA Programs – similar to an AML or
sanctions program
DOJ and SEC’s hallmarks of an effective compliance program:
• Commitment from senior management and a clearly articulated policy against corruption
• Effective Code of Conduct and Compliance Policies and Procedures
• Oversight by specific senior executives
• Risk assessment
• Training and continuing advice
• Incentives and disciplinary procedures
• Third-party due diligence
• Confidential reporting and internal investigation
• Periodic testing and review
• Pre-acquisition due diligence, and post-acquisition integration
55
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Key Takeaways - Sanctions
• Russia remains the most complicated and commercially relevant program
• April 6 designations are impacting most major commercial supply chains
• This includes supply chains outside Russia
• Non-U.S. persons face risk of designation for transactions with SDNs
• U.S. JCPOA withdrawal has created substantial Iran-related risk
• U.S. rules reverting to those in place pre-January 2016
• U.S. persons prohibited to do virtually everything
• Non-U.S. persons owned by U.S. persons also prohibited to do most Iran trade
• Non-U.S. persons face “secondary” sanctions risk for many types of Iran trade
• Compliance challenges
• Accelerating pace of change
• U.S. and EU divergence (and occasional conflict)
• Beneficial ownership expectations
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Questions?
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Cari Stinebower is a partner in Crowell & Moring’s Washington, D.C.
office and is a member of the International Trade and White Collar and
Regulatory Enforcement Groups. She also works closely with colleagues
in the Data Privacy, Financial Services, Corporate, and Insurance and
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